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Abstract of the contribution: This contribution describes a mechanism where the PCEF or the TDF can generate accurate charging information for the online and offline charging systems.
1. Introduction

Key issue 1 brings the issue that the PCEF or TDF can’t generate accurate charging information because if one of these nodes charges for data which is later discarded (e.g. in the downlink case if the TDF charges for data which the PCEF later discards).  This issue is difficult to be resolved in an indirect manner since in many cases the layer 7 application information cannot be translated into layer 4 information such as a 5-tuple. 
This paper proposes a solution in which the second charging and enforcement node sends the packet which shall be dropped back according to the policy enforcement in the second charging and enforcement node to the first charging and enforcement node (e.g. in the downlink case if the TDF charges for data which the PCEF later discards, the PCEF sends the dropped packet back to the TDF) so that the refund can be made. Since the refund is made by the first charging and enforcement node itself, the first charging and enforcement node can generate accurate charging information for the online and offline charging systems.
The mechanisms described are equally applicable for offline charging as well as online charging. 

[image: image1.emf]B

PCEF

C D

A B C D

A B C D

TDF

A

OCS

G

y

 

s

e

s

s

i

o

n


Figure 1 Application-based charging for downlink traffic
The figure above illustrates an example of how the scheme works for online/offline charging for application-based charging for downlink traffic. In this example, four packets (A, B, C, and D) are received by the TDF in the downlink direction. In the enforcement of Application Detection and Control (ADC) rules, it does not block any packets, and decides to charge for packets A, B and C. Packets A and B are charged for using the charging key X. Packet C is charged for using the charging key Y. The TDF has an active online charging session with the OCS and so reports the relevant charging information to the OCS.
The PCEF receives the data from the TDF. Through the enforcement of the PCC rules, the PCEF enforces a rule which results in packet A being dropped, and let packets B, C and D through. The PCEF send the packet A back to the TDF by encapsulating with the IP tunnel in which destination address is set to the TDF address and source address is set to the PCEF address. The IP address of the PCEF and TDF can be either pre-configured or dynamically notified each other during the IP-CAN session establishment. 
TDF receives the encapsulated packet A and detect the destination address is its owe IP address, so the TDF updates the charging information of charging key X by including a refund of packet A. And then the TDF drops the packet A
The same principles are applied in the uplink direction when the SDF-based charging is performed by the PCEF. In this case, the TDF sends the packet which shall be dropped back to the PCEF. The figure 2 bellow illustrates an example of how the scheme works for online/offline charging for SDF-based charging for uplink traffic.
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For the case that SDF-based charging and Application-based charging are both enabled in the network, double charging issue may exist. For all the dedicated bearers in the PCEF, because the SDF templates in the PCC rules bound to the dedicated bearer are known by the PCRF, the PCRF can be able to correlate the PCC rules and ADC rules so that the corresponding traffic are only charged at the PCEF(i.e. the applications whose flow descriptions can be deduced will  not be charged at the TDF). 

According to above assumption, the applications whose flow descriptions can’t be deduced are transported via the default bearer which has the match-all filter. The PCRF can be configured to make the specific charging policy for the default bearer, e.g. using the charging key X for traffic via default bearer, while any traffics belonging to the application whose flow descriptions can’t be deduced are charged at the TDF with different charging key , e.g. Charging Key Y and Z. It depends on the internal logic of OCS whether perform the double charging or deduct the application-based double charging information from the charging information of the default bearer (i.e. Charging information of charging key X- Charging information of charging key Y&Z).

Proposal
It is proposed to add this mechanism as an alternative solution in TR 23.800.
* * * Start of 1st proposed change * * * *
6.1.x
Alternative solution x: Returning the dropped packet 
6.1.x.1
Reference architecture

As defined in section 6.3.1.2.

6.1.x.2
Functional description

In Scenario 1, only application usage charging is required. This scenario is relevant in the case where the PCEF may apply policy control actions on PCC Rules level, but charging is required only at the application level for applications detected and enforced by TDF.
The description outlined in section 6.3.x.2.1 is applicable in this case. 

* * * Start of 2nd proposed change * * * *
6.2.x
Alternative solution x: Returning the dropped packet
6.2.x.1
Reference architecture

As defined in section 6.3.1.2.

6.2.x.2
Functional description

In Scenario 2, only service data flow charging is required. This scenario is relevant in the case where the TDF may apply application detection and control actions at ADC Rules level, but charging is required only on the service data flow level.

The description outlined in section 6.3.X.2.2 is applicable in this case. 
* * * Start of 3rd proposed change * * * *
6.3.x
Alternative solution x: Returning the dropped packet
6.3.x.1
Reference architecture

As defined in section 6.3.1.2.

6.3.x.2
Functional description

The second charging and enforcement node returns the packet which shall be dropped according to the policy enforcement in the second charging and enforcement node to the first charging and enforcement node (e.g. in the downlink case if the TDF charges for data which the PCEF later discards, the PCEF sends the dropped packet back to the TDF) so that the refund can be made. Since the refund is made by the first charging and enforcement node itself, the first charging and enforcement node can generate accurate charging information for the online and offline charging systems.
The mechanisms described are equally applicable for offline charging as well as online charging. 
6.3.x.2.1
Application-based charging

In this case, there’s no issue for the uplink traffic.
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Figure 1 Application-based charging for downlink traffic
The figure above illustrates an example of how the scheme works for online/offline charging for application-based charging for downlink traffic. In this example, four packets (A, B, C, and D) are received by the TDF in the downlink direction. In the enforcement of Application Detection and Control (ADC) rules, it does not block any packets, and decides to charge for packets A, B and C. Packets A and B are charged for using the charging key X. Packet C is charged for using the charging key Y. The TDF has an active online charging session with the OCS and so reports the relevant charging information to the OCS.

The PCEF receives the data from the TDF. Through the enforcement of the PCC rules, the PCEF enforces a rule which results in packet A being dropped, and let packets B, C and D through. The PCEF returns the packet A to the TDF by encapsulating packet A with the IP tunnel in which destination address is set to the TDF address and source address is set to the PCEF address. The IP address of the PCEF and TDF can be either pre-configured or dynamically notified for each other during the IP-CAN session establishment. 

TDF receives the encapsulated packet A and detects the destination address is its owe IP address, so the TDF updates the charging information of charging key X by including a refund of packet A. And then the TDF drops the packet A. 
6.3.x.2.2
SDF-based charging

In this case, there’s no issue for the downlink traffic. 
The same principles are applied in the uplink direction when the SDF-based charging is performed by the PCEF. In this case, the TDF returns the packet which shall be dropped to the PCEF. The figure 2 bellow illustrates an example of how the scheme works for online/offline charging for SDF-based charging for uplink traffic. Packets A is charged for using the charging key X at the PCEF. Packet A shall be dropped according to the policy enforcement of TDF, and then the TDF by encapsulating packet A with the IP tunnel in which destination address is set to the PCEF address and source address is set to the TDF address. The IP address of the PCEF and TDF can be either pre-configured or dynamically notified for each other during the IP-CAN session establishment. 

PCEF receives the encapsulated packet A and detects the destination address is its owe IP address, so the PCEF updates the charging information of charging key X by including a refund of packet A. And then the PCEF drops the packet A. 
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Figure 2 SDF-based charging for uplink traffic
For the case that SDF-based and Application-based charging are both enabled in the network, the two Gy sessions can be established separately between the PCEF and OCS or the TDF and the OCS. The OCS doesn’t need to correlate these two Gy sessions.
6.3.x.3
Rule Prioritization, Double Charging and Redirections
For the case that SDF-based charging and Application-based charging are both enabled in the network, double charging issue may exist. For all the dedicated bearers in the PCEF, because the SDF templates in the PCC rules bound to the dedicated bearer are known by the PCRF, the PCRF can be able to correlate the PCC rules and ADC rules so that the corresponding traffic are only charged at the PCEF(i.e. the applications whose flow descriptions can be deduced will  not be charged at the TDF). 

According to above assumption, the applications whose flow descriptions can’t be deduced are transported via the default bearer which has the match-all filter. The PCRF can be configured to make the specific charging policy for the default bearer, e.g. using the charging key X for traffic via default bearer, while any traffics belonging to the application whose flow descriptions can’t be deduced are charged at the TDF with different charging key , e.g. Charging Key Y and Z. It depends on the internal logic of OCS whether perform the double charging or deduct the application-based double charging information from the charging information of the default bearer (i.e. Charging information of charging key X- Charging information of charging key Y&Z).

6.3.x.4
Impacts on existing nodes or functionality
A number of pieces of functionality are required to return the dropped packet between the PCEF and the TDF.

The PCEF and TDF are required to:

· Pre-configured or dynamically notified the IP address of each other’s. 
· The second enforcement node return the dropped packets to the first enforcement node 
· The first enforcement node updates the charging information by including a refund of returned packets.
· ADC rule extensions are required for charging parameters, credit management and termination action by the TDF. These are outlined in sections 6.3.1.2 to 6.3.1.5 Scenario 3 Solution 1. 

· The TDF must support charging interfaces. 

The PCRF is required to:

· In the case where dynamic notification of the address, provide the PCEF address to the TDF or TDF address to the PCEF.

* * * *End change * * * *
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